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A Word About Security-.

._|t doesn t eX|st

" in fact it's more of a compromlse invest . -

~accordingly to the threat you want: to |
be safe from -

¥ . 'paran0|a helps



.+ = 1. Local networks - -

-_b'asi'cél.lly two type_si. 58

'j..“hubbed3 s
-~ switched

‘safer than the internet?'doubt it... .



1 1 Hubbed Networks

.ereless networks can be seen as - |

“* hubbed

| BaS|caIIy, just open your ears |
i tcpdump 8 L

. 'Consequently avoid any authentlcatlon in

.7 the c¢lear: H'I‘I'P POP SMTP ICQ
- MSN/HTI'P - -



1 2 W1re1ess SpeC1f1c

._Hotspots offer no. protectlon

. WEPis easrly defeated If there |s trafﬁcr -
. # airsnort . | : -
# a|rcrack

but anyone caﬂ create some t00* '.
3 a|repIay £ I -

'WPA?



3 SW1tched Networks

. -_Thought you could JUSt plug yourself in .
- andbe safe?’ e - . _ .

| ".-ARP spoqﬁng (SW|tches protectlons)
| __DHCP spooﬁng
DNS spooﬁng

.'Man IN- the mlddle : : ; |
Even SSH and SSL can be defeatedI



2 A Wlld Internet

._Internet IS constantly belng hacked

- .port scans:

-'appllcatlons ﬂaws (servers wéb S|tes b..). .
-wmms*. | &
'SPAM (the human factor)



2;1;PaSSiVedPr9te€tiOni
._F|rewall the trafﬁc is not enough

~ breaks some applxcatmns FTP; H323
- IRC,.. : .

_cllent appllcatlons ﬂaws (web browsers s
'. mail readers, ) 7

| web S|tes ﬂaws



2 2 Web Sltes

HTML |nJect|on |
Cro-ss S|te scrlptlng
SQL InJthIOh



]fi_c2.3_ThéfHuman;Faft6f'¥ -1
| Malware .«
. .SPAM. - - .~
‘Phishing* ",



3 UW sslmltm
Usage UWssImltm [ d][ C certlﬁcate][ |, :
port][ P port][- fﬁle] target . '- -

o --d disable SSL. decryptlQﬂ/eﬂcrypt'on. .

-C° certlﬁcate to use. (default
) "mltm crt")- . :

| | '_ port to I|sten to (default 443) |
-p- port to forward to (default 443) 7

- -f. file to. output sneaked data to -
(default none) * /



3 1 Demonstratlon

. Let the shaw begln



'COnCIUSipn'ff

-POSSIble solutlons oLa

~..SSl: is.not actually breken, it reqwres

further checking by the user-.
proper use of certlﬁcates |
béetter clrents A

-3'IPsec

“ . lt's up to you... +
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